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Summary

This blueAPACHE post reports: As custodians of your organisation’s digital assets, addressing the
complexities of end-of-financial-year IT budgeting and planning, especially in Cyber Security, demands
foresight and diligence. Amidst numerous competing priorities, Cyber Security expenditure may
encounter pressure to deliver more with fewer resources. It concerns emPOWER Security, Managed
Detection & Response, Governance, Risk & Compliance. Published in 2024. Figures, product names
and event details reflect that time; for current information see the linked service pages.
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Article

As custodians of your organisation’s digital assets, addressing the complexities of end-of-financial-year
IT budgeting and planning, especially in Cyber Security, demands foresight and diligence. Amidst
numerous competing priorities, Cyber Security expenditure may encounter pressure to deliver more
with fewer resources. However, as stewards of organisational resilience and caretakers of sensitive
data, it's crucial to recognise the pivotal role that Cyber Security investments play in safeguarding your
digital assets and ensuring operational continuity. In this advisory, we provide tailored insights and
guidance for IT departments, enabling informed decision-making amidst competing priorities and
resource constraints.

Industry-Specific Insights

While ‘Cyber Security’ challenges may vary across industry verticals, the underlying imperative remains
constant: fortifying your defences against cyber threats. By staying abreast of industry trends and best




practices, and aligning yourselves with appropriate services partners, you can tailor your Cyber
Security initiatives to align with the specific needs and risk profile of your organisation.

Making the Case for ‘Cyber Security’ Investment

Effectively advocating for ‘Cyber Security’ expenditure requires articulating a compelling business case
that transcends mere cost considerations . By quantifying the potential impact of cyber threats in terms
of financial losses, reputational damage, and operational disruptions, you can demonstrate the tangible
value derived from strategic investment in ‘Cyber Security’.

Quantifying the Risks

First and foremost, it's essential to quantify the potential risks associated with inadequate ‘Cyber
Security’ measures. A data breach or cyber-attack can have far-reaching consequences, ranging from
financial losses and regulatory fines to irreparable damage to brand reputation and customer trust. The
Office of the Australian Information Commissioner (OAIC) reported a 19% increase in reportable data
breaches under the Notifiable Data Breaches (NDB) scheme, totalling 483 notifications for the period of
July to December 2023. The Health Services Providers sector has been a major target, followed by
Finance, Insurance, retail, and Government sectors. Data breaches have mainly stemmed from
Malicious or criminal attacks, accounting for 67% (up 12%), Human Error at 30% (up 36%), and
Systems faults at 3% (up 21%) from the previous reporting period. Phishing, Compromised or Stolen
Credentials, and Ransomware constituted 82% of cyber incidents. Conducting a comprehensive risk
assessment to highlight gaps and potential impacts of cyber threats underscores the critical need to
prioritise cybersecurity expenditure amid competing budgetary pressures.

Regulatory Compliance and Legal Obligations

In today’s regulatory landscape, organisations across various industries are subject to stringent data
protection laws and compliance requirements. Failure to adhere to these regulations not only exposes
the organisation to legal liabilities but also tarnishes its reputation in the eyes of stakeholders. It's
crucial to consider regulations applicable to your sector and organisation, from the Australian Privacy
Act safeguarding personally identifiable information to relevant sector-specific obligations. Investing in
robust ‘Cyber Security’ measures demonstrates a commitment to regulatory compliance and risk
mitigation, thereby safeguarding the organisation’s interests in the long run.

Business Continuity and Operational Resilience

‘Cyber Security’ isn’t just about preventing breaches, it's about ensuring business continuity and
operational resilience. In an interconnected digital ecosystem, even a minor disruption may have
cascading effects across the organisation. By investing in ‘Cyber Security’ technologies and protocols,
you fortify your defences against cyber threats and mitigate the risk of costly downtime and productivity
losses. This proactive approach not only enhances your ability to weather cyber-attacks but also helps
create confidence among customers, investors, and other stakeholders. Reputation Management and
Customer Trust In today’s connected world, reputation is critical. A single security incident may erode
years of hard-earned trust and goodwill. By prioritising Cyber Security investments, you signal to your
customers and stakeholders that their data privacy and security are priorities and not a statement on
promotional material. This commitment to safeguarding sensitive information fosters trust, loyalty, and
long-term relationships. Maximising Your Expenditure Impact and Mitigating Risk Our approach to
Cyber Security budgeting focuses on optimising the effectiveness of allocated resources while reducing
risk exposure. Through a thorough risk assessment, we identify vulnerabilities and prioritize initiatives
with the highest defensive and business impact. Whether it's investing in advanced threat detection



technologies, enhancing incident response capabilities, or strengthening employee training and
awareness programs, our goal is to enhance your organization’s cyber resilience. Cyber Security
budgeting isn’t just a financial exercise—it’s a strategic imperative crucial for safeguarding your digital
assets and ensuring operational continuity. As custodians of your organization’s digital assets,
approach end-of-financial-year budgeting with the right protections and governance in mind. Ensure
that your Cyber Security initiatives align with organizational objectives and risk appetite. For further
assistance or to discuss specific Cyber Security requirements, please don'’t hesitate to reach out .
Together, let’s fortify your defences and navigate the evolving threat landscape with confidence.
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Frequently asked questions

What OAIC data breach figures does the post cite?

The post cites the OAIC reporting a 19 percent increase in reportable data breaches under the
Notifiable Data Breaches scheme, totalling 483 notifications for July to December 2023.

Which sectors does the post say were most targeted by data breaches?

It states the Health Services Providers sector was a major target, followed by Finance, Insurance, retalil
and Government sectors.

What causes of data breaches does the post break down, and by how much did each change?

The post states malicious or criminal attacks accounted for 67 percent of breaches (up 12 percent),
human error 30 percent (up 36 percent), and system faults 3 percent (up 21 percent) from the previous
reporting period.

What share of cyber incidents does the post attribute to phishing, compromised credentials and
ransomware combined?

The post states phishing, compromised or stolen credentials, and ransomware together constituted 82
percent of cyber incidents.

Is this post still current?

It cites OAIC data current to the July-December 2023 reporting period. For blueAPACHE's current
security services, see the emPOWER Security page linked below.

Source

https://www.blueapache.com/blog/eofy-strategic-cyber-security-budgeting-and-insights-for-it-departme
nts/

Knowledge Base

What was the increase in reportable data breaches under Australia's Notifiable
Data Breaches (NDB) scheme reported by the OAIC for July to December 20237



The Office of the Australian Information Commissioner (OAIC) reported a 19% increase in reportable
data breaches under the Notifiable Data Breaches (NDB) scheme, totalling 483 notifications for the
period of July to December 2023.

What were the main causes of data breaches reported for the July—December
2023 period, and how did they change from the previous period?

Data breaches mainly stemmed from Malicious or criminal attacks, accounting for 67% (up 12%),
Human Error at 30% (up 36%), and Systems faults at 3% (up 21%) from the previous reporting period.

What proportion of cyber incidents did phishing, compromised or stolen
credentials, and ransomware account for?

Phishing, Compromised or Stolen Credentials, and Ransomware constituted 82% of cyber incidents.

Why should Cyber Security investment be treated as more than just a cost
consideration during EOFY budgeting?

Effectively advocating for Cyber Security expenditure requires articulating a compelling business case
that transcends mere cost considerations, by quantifying the potential impact of cyber threats in terms
of financial losses, reputational damage, and operational disruptions to demonstrate the tangible value
derived from strategic investment in Cyber Security.

What regulatory considerations should IT departments keep in mind when
budgeting for Cyber Security?

Organisations should consider regulations applicable to their sector, including the Australian Privacy
Act safeguarding personally identifiable information, as well as relevant sector-specific obligations.
Investing in robust Cyber Security measures demonstrates a commitment to regulatory compliance and
risk mitigation.

How does Cyber Security investment relate to business continuity ?

Cyber Security isn't just about preventing breaches, it's about ensuring business continuity and
operational resilience. Investing in Cyber Security technologies and protocols fortifies defences against
cyber threats and mitigates the risk of costly downtime and productivity losses, helping create
confidence among customers, investors, and other stakeholders.

What is your stated approach to Cyber Security budgeting?

Our approach to Cyber Security budgeting focuses on optimising the effectiveness of allocated
resources while reducing risk exposure. Through a thorough risk assessment, they identify
vulnerabilities and prioritise initiatives with the highest defensive and business impact, such as
investing in advanced threat detection technologies, enhancing incident response capabilities, or
strengthening employee training and awareness programs, with the goal of enhancing an
organisation's cyber resilience.



